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半滑动窗口改进算法，通过进行基于素数域 )( pGF 上的椭圆曲线密码算法中点乘
算法的实验，分析比较改进算法的效率。另一方面详细介绍基于椭圆曲线的
ECDSA 数字签名算法，并基于 miracl 库对其进行了基于素数域 )( pGF 的实现。 
论文第四章分析了单一认证的弱安全性，结合 PKCS#11 标准和 J2EE 平台的
EJB 组件技术，设计并实现了基于用户口令（PIN）认证和硬件 USBKey 数字证书




































Elliptic Curve Cryptosystem (ECC) is based on the Mathematical 
problems which is called elliptic curve discrete logarithm problem 
(ECDLP). Compared with other public-key cryptographies, ECC not only has 
the higher security but also has less computation overheads, shorter key 
size and narrower bandwidth. Some organizations such as IEEE, ANSI, ISO, 
IETF SECG, have done a lot of the standardization work on algorithm of 
Elliptic Curve Cryptosystem and each has developed its own standard. The 
experts believe that ECC will become the next generation popular public 
key cryptography. Therefore, the study of the Elliptic Curve Cryptosystem 
technology has great practical significance. 
In the chapter 2，we first introduce the background and basic 
mathematic concepts related to Elliptic Curve Cryptosystem such as group, 
ring and field.And the whole Elliptic Curve Cryptosystem is analyzed in 
detail. Then the basic operation such as point add is presented based on 
)( pGF or (2 )mGF . Next, the algorithm of attacks to the ECDLP is analyzed, 
and the security criterion is proposed. The security criterion can prevent 
the elliptic curve from being attacked. At the same time, some algorithm 
to generate secure elliptic curve is listed.  
In the chapter 3, the scalar multiplication algorithm first is 
introduced. Then the improved algorithm of scalar multiplication called 
half sliding window algorithm is proposed. It is based on binary 
representation of multiplier. Next, we collect the result datum throw 
several experiments and represent the efficiency with chart using matlab. 
At last, the Digital Standard Algorithm of ECC is implemented. It is based 
on )( pGF and used the library of miracl. 















factor authentication system is designed. It combines Public Key Crypto 
Standard #11(PKCS#11) with EJB component technology on the basis of PIN 
and UsbKey digital certificate. Finally, compared with RSA,the Advantage 
of ECC is discussed.Then We analyze the feasibility that applying ECC on 
the dual factor authentication system. 
In the last chapter, the conclusion and deeper work are presented. 
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典型的密码系统如图 1-1 所示。在发送方，首先将明文 M利用加密器 E及加密密
钥 Ke，将明文加密成密文 C = E(M,Ke)。接着将 C利用公开信道送给接收方，接











































1949 年 Shannon 发表的“保密系统的信息理论”为私钥密码系统建立了理
论基础，从此密码学成为一门科学。私钥密码系统的优点在于密码算法简便，加
密速度快，保密度高；它的 大问题是密钥的分发和管理非常复杂、代价高昂。






 DES（Data Encryption Standard）是由 IBM 公司研制的，美国国家标
准局公布的一种分组对称密码算法。自公布以来，它一直超越国界成为国际上商
用保密通信和计算机通信的 常用的加密算法。DES 算法使用长度为 56 比特的
密钥加密长度为 64 比特的明文，获得长度为 64 比特的密文。 鉴于其密钥长度
比较短，随着硬件的发展，已经不再安全。 
(2)三重DES算法 
三重 DES 算法用两个密钥对明文进行三次加密，假设两个密钥是 K1 和 K2，
加密步骤如下：  
<1>用密钥 K1 进行 DES 加密。  
<2>用 K2 对步骤<1>的结果进行 DES 解密。  
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